Supervisory control and Data Acquisition (SCADA) systems play a core role in a nation's critical infrastructure, overseeing the monitoring and control of systems in electricity, gas supply, logistics services, banks and hospitals. SCADA systems were once separated from other networks and used proprietary communications protocols, hardware and software. Nowadays modern SCADA systems are increasingly directly or indirectly connected to the Internet, use standardised protocols and commercial-off-the-shelf hardware and software. Attacks on these systems have the potential for devastating consequences and attribution of attacks against SCADA systems presents new challenges. This paper investigates the use of techniques to attribute cyber attacks against SCADA systems. We investigate the use of five known technical attribution techniques in SCADA systems.
Identifying the perpetrator of a cyber attack, known as attribution, is a difficult and ongoing problem in the traditional IT domain. Adversaries are able to route attacks through a maze of routers, switches, anonymising services, proxies and compromised hosts, such as with botnets. Adversaries can create malware that morphs or deletes evidence of its presence on a target system. Primary motivators for attribution are (Hunker et al. 2008 ):
• The prospect of an attacker being identified can serve as a deterrent to future attacks.
• Knowing the identity of an attacker, and information gained in the process of attribution, can be used to improve defensive techniques.
• Attribution, even partial attribution, can provide the basis for interrupting attacks in progress.
Attribution is of significant importance when concerning cyber attacks against SCADA systems and critical infrastructure. Threat actors that are likely to target SCADA systems include nation states, activists, organised criminals, insiders and terrorist groups (Nicholson et al. 2012) . Attacks against these systems have the potential to cause physical damage to expensive equipment, wide scale panic and loss of human life. Identifying the perpetrators of attacks or attempted attacks is critical.
This paper investigates the use of techniques to attribute cyber attacks against SCADA systems. Five known attribution techniques are investigated: traceback, deception, digital forensics, network forensics and malware analysis. We limit discussion to a subset of fieldbus protocols and SCADA equipment, selected because of their pervasive use across the critical infrastructure sectors. Despite these restrictions these findings should be applicable at a wider scale. The novelty of this paper is the investigation of attribution techniques from the traditional IT domain applied to the SCADA environment. It highlights that the research and practical work done in this area so far has, almost without exception, been a transfer of traditional IT to SCADA systems and that new techniques, specific to SCADA, should be investigated, while improvements need to be made to existing techniques.
The rest of this paper is structured as follows: Section 2 describes SCADA systems architecture and protocols, Section 3 describes the selection criteria and investigates attribution, Section 4 details related work and Section 5 contains conclusions with our recommendations for SCADA attribution and future work.
SCADA SYSTEMS

History
Supervisory control systems have been in use since the 1940s, when they consisted of simple relay/tone and pilot wire systems. The first Supervisory Control and Data Acquisition (SCADA) systems emerged in the 1960s, and were composed of communication between a computer master station and many remote terminal units (RTUs), sometimes hundreds. RTUs and their communication protocols were proprietary; specific to the vendor of the master station. Security was considered but only with respect to checksums for ensuring message integrity. Network links were composed of point-topoint wiring using telephone lines and later radio technology for communication between the master station and remote sites. In the 1990s and onwards SCADA systems moved towards standardised protocols and platforms. SCADA systems are now available to buy off the shelf in an open market. While this saves on purchasing and operating costs, it also means that the systems are free to be inspected and probed by any motivated and financed entity. SCADA systems have been directly or indirectly connected to the Internet, driven by the requirement for engineers to perform remote maintenance, rather than travel to remote sites. Researchers have identified that these systems are protected with weak or no authentication (Radvanovsky and Brodsky 2013) . Security solutions for insecure legacy SCADA systems have been non-intrusively retrofitted, to prevent disruption to operations.
Systems Architecture
Modern SCADA architectures are composed of three segments: the corporate network segment, SCADA network segment and field devices segment (Nicholson et al. 2012 ).
Corporate network segment -mostly operate in the same way as a general IT network found in a business. It performs the same day-today business operations such as marketing, email communication, accounting and administrative tasks, hence requiring an Internet connection. Also similar is that these networks may connect to third party cloud-based services such as file or web server providers. This means that the corporate network segment has the same attack surface as a general IT network, such as web application SQL injection, e-mail spear-phishing and exploitation of other vulnerabilities. 
Protocols
In the corporate network segment the protocols used are essentially the same as in any other corporate network segment e.g. SMTP and IMAP for e-mail, SSH and FTP for file transfer, HTTP for web services, DNS, TCP, UDP and ARP for network operations, primarily within IPv4, although in some cases, IPv6. In the SCADA network and field device segments the protocols are mostly only found within industrial results may be brought to public light to embarrass, shame or demonstrate superiority over an adversary.
Attribution takes place after an intrusion or compromise has been identified. In traditional IT environments intrusions are detected using a variety of technical tools such as signature or anomaly-based intrusion detection systems, anti-virus, baselining tools and security information and event management tools. Researchers have modified these tools to detect intrusions in the SCADA environment, however, they must be engineered to parse the unique and sometimes proprietary protocols that are prevalent in the SCADA and fieldbus segments (Verba and Milvich 2008) (Fovino et al. 2010) .
A number of traditional security paradigms do not easily transfer to SCADA environments. For example, penetration testing, which involves finding and exploiting vulnerabilities to evaluate security, is an often noisy and disruptive task. SCADA systems are fragile; availability and uptime is of critical importance. SCADA-specific traditional computer security defences, such as firewalls and intrusion detection systems are available. However there is currently little research that considers the feasibility of deploying computer security attribution techniques in these environments.
Selection of Attribution Techniques for Investigation
It is said that 'there are many types of attribution, and different types of attribution are useful in different contexts' (Clark and Landau 2011). We consider a subset of available technical attribution techniques and a taxonomy by Wheeler and Larsen (2003) , shown in Figure 3 , presents a useful starting point for this selection. From the possible techniques, five were selected, based on their pervasiveness, diversity and academic interest. They are: traceback, deception, digital forensics, network forensics and malware analysis. In the following subsections the discussion involves the following themes:
• Overview of technology in its traditional domain
• Relevance in the SCADA environment
• Suitability in the SCADA environment based on above points
Traceback
Traceback is a network-based approach to attribution that has received significant interest from the academic community. In almost all proposals this technique involves attributing a source IP address (or closest router) and intermediate router IP addresses to mark the tracks of an attack over the Internet. The two main traceback proposals are packet logging and packet marking. Packet marking involves marking packets with identifiable information when passing through networking devices, such as routers or switches (Belenky and Ansari 2003) . Packets are marked with information that describes the path that the packet has taken. A victim may collect and inspect received packets in order to deduce the attack path. In packet logging routers store information about the packets that have passed through them (Gong and Sarac 2005) . During an attack or post-attack, network traffic data stored at each router may be questioned to see if the router was part of the attack path. Traceback in traditional IT domains was primarily proposed to stop ongoing Denial of Service attacks. This type of attack is generally seen as an inconvenience in the traditional domain, however against SCADA systems, could have devastating effects. Therefore it is vital to investigate how this technique could be applied to SCADA networks and protocols.
Packet marking proposals manipulate the content of protocol headers against the spirit of the standards and request for comments (RFCs). Infrequently used packet header fields, such as the IPv4 Identification field, are loaded with traceback data, which in this example removes packet fragmentation functionality. Logistically this is possible with an IPv4 header, but some of the popular fieldbus protocols have limited available space in the packet header. IPv4 and DNP3 packet headers are shown in Figure 4 .
Specifications have been defined for a number of SCADA protocols, such as DNP3 and Modbus, to be encapsulated TCP/IP, meaning that packet header space may not be such an issue, providing that this flavour of the protocol is used.
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Figure 4: IPv4 and DNP3 headers Packet logging may be more suitable for SCADA systems, by either modifying existing routing infrastructure or deploying new devices to log messages and provide traceback functionality.
Another type of traceback, ICMP traceback, creates new network messages which contain the route information (Bellovin et al. 2003) . In IP networks this results in an increase in the amount of traffic flowing through the network. SCADA networks are generally far quieter than IP networks and an increase in traffic may have adverse effects; in the worst case it could prevent critical messages from reaching their destination.
Attribution by traceback suffers in the traditional IT domain as it can only provide a source address or addresses involved in the attack path. The crux of this issue is known as the stepping stone problem. When reaching the endpoint of the connection, the machine may simply be a compromised machine that an adversary has under his control. Indeed there could be 20, 30 or 100 stepping stones that add degrees of separation between the adversary and the victim. To make matters more complex, the attack path could be routed through multiple countries and legal jurisdictions. This problem is still inherently true when deployed in SCADA systems. Additionally, if a traceback goes beyond the domain control of the organisation, then there must continue to be traceback capability in other domains, in order to attribute any further. When using the Internet as an example, every ISP would need to support traceback. Finally, traceback is a network-based attribution technique. Should malware propagate through removable media, as Stuxnet did, then it would not be identified by this technique.
Deception
Honeypots are specially crafted systems that lure adversaries by imitating vulnerable systems, services and software. They are defined by Lance Spitzner, creator of The Honeynet Project, as 'an information resource whose value lies in unauthorized or illicit use of the resource' (Spitzner 2003) . Honeypots monitor interaction between the adversary so that the collected data can be analysed by an investigator or automated process. Honeypots are capable of misleading adversaries into revealing information about themselves, by e.g. inadvertently revealing their preferred tools and techniques, coding mistakes and hours of operation. It is in this information that adversary attribution clues may be identified.
Honeypots are often classified by their fidelity; low to high. Low interaction honeypots, such as Dionaea (Dionaea 2013), generally simulate a single service and are effective when facing automated scripts such as worms. They are easy to deploy and manage and offer less risk to the owner as there is less chance of low interaction honeypots being compromised. However they are quickly identified as honeypots by human adversaries, since they offer only limited interactivity. High interaction honeypots are fully fledged operating systems hosted on physical equipment or in a virtual environment. They require high levels of human monitoring and there is an increased risk that they may be compromised and controlled by an adversary. However, they offer much higher levels of fidelity, such that there is less chance of them being identified as a honeypot.
SCADA honeypots have already been created and deployed. Pothamsetty and Franz (2004) Research on SCADA honeypots so far has shown initial promise, however the majority of proposals have taken known honeypots and tried to fit them into a SCADA environment. Security experts who wish to develop SCADA honeypots should work closely with SCADA engineers in order to create realistic honeypots that can be used effectively.
Digital Forensics
Digital Forensics is a broad subject which involves the recovery, acquisition and investigation of digital evidence. In traditional IT domains commercial tools such as EnCase and FTK and open source tools such as Sleuthkit and Autopsy are used to acquire, analyse, and report on digital evidence. These tools tend to be specific to x86 and x64 processor architectures and targeted towards file systems, such as FAT, NTFS and popular operating systems, such as Windows and Linux.
Forensics in a SCADA environment could identify attribution data to identify perpetrators. In the SCADA network segment and field device segments there are a broad range of devices which may store a wealth of digital evidence. However, SCADA systems come with a unique set of challenges for forensic analysis. For example, the standard forensic procedure for taking a bit-for-bit disk acquisition involves switching off a system, connecting the hard disk to a write blocker and acquisition system and then waiting for the acquisition to complete. Switching off a SCADA system which monitors and controls critical infrastructure is unlikely to be an option. One way to mitigate this issue is to have fail over systems. However, this is costly and if the fail over system is a duplicate of the original system, it might be infected in exactly the same way.
The diversity of devices that a forensic investigator can encounter in the SCADA environment is far wider than that of the traditional IT domain. Traditional IT systems have a lifespan of a couple of years, perhaps 10 at most, while some SCADA systems from the 1960's are still operating. However, as PLCs and other SCADA devices continue to move towards commercialoff-the-shelf hardware and software, the forensic analysis of SCADA systems becomes standardised and therefore simpler.
Among the diverse devices found in SCADA environments is the Historian, which is essentially a database management system (DBMS). It collects a wealth of data to enable auditing, trend analysis and anomaly detection. As a DBMS, traditional database forensics techniques should be suitable for these devices. However, unlike the historian, many of these devices encountered are unlikely to have persistent memory. It is true that 'most process control systems were not built to track their processes, but merely to control them' (Nance et al. 2009 ). For example, the Siemens S7-300, shown in Figure 5 , is a popular PLC. For storage, it uses a micro memory card (MMC) which ranges from 64KB to 8MB, while integrated CPU memory for this device ranges from 32KB to 2MB. In live forensics data acquisition takes place while the system is operational. In traditional IT systems, tools are used to capture running processes, RAM memory, browsing history and more, in the order of volatility. Performing live forensics on 61 an operational machine in a SCADA environment prompts significant challenges; accidentally causing the machine to crash could be catastrophic. Ahmed et al. (2012) discusses this issue and suggests using fail over systems to allow for live forensic analysis to take place. Another challenge is that post-incident the investigator is competing with recovery efforts which will most likely destroy evidence. There is also clearly a logistics concern when performing SCADA forensics. Field devices could be located many miles away, perhaps on different continents, or perhaps in difficult to reach places, such as on the ocean floor. Physically reaching these devices may not be possible.
Forensics is primarily a practitioner-led field with research taking place as and when it is required. In a recent effort to outline a research agenda for this field, SCADA forensics was identified as a predominant theme (Nance et al. 2009 ). The following points were identified as near future research for forensics in SCADA systems:
• Collection of evidence in the absence of persistent memory
• Hardware-based capture devices for control systems network audit trails
• Honeypots for control systems as part of the investigatory process
• Radio frequency forensics
• Intrusion detection systems for control systems
Network Forensics
Another field of forensics used in traditional IT systems is network forensics. This field primarily involves two stages: collecting network messages and analysing network messages. Existing infrastructure such as switches and routers can be configured to collect messages, or extra equipment can be deployed, such as a network tap device. By logging messages to files, analysis can take place during an attack or post-attack. During analysis of network traffic, attribution data can be found, such as connection source, time of connection, commands that were sent and payload data.
Collection of data is relatively straightforward. An organisation must identify points in the network were they wish to collect network data. Mahmood et al. (2010) describes traditional network analysis problems and network sniffer deployment in a SCADA environment. An area that will require further consideration is when traditional communication channels other than Ethernet are used, such as RS232 and radio link. Specialist sniffers will be required in this instance. Traffic should be stored in known network capture formats, such as PCAP. Wireshark, a popular network sniffer and packet analyser tool, already has dissectors for some SCADA protocols, including Modbus, DNP3 and FINS, a proprietary protocol, however there are many SCADA protocols that are not supported.
Full packet capture in a traditional IT system can cause problems due to the high volume and large packet size. In a SCADA environment traffic volume is generally much lower and message sizes are much smaller. Message content is likely to be significantly less diverse, as content is machine generated and not user generated. This results in network collection devices requiring less storage and processing power, meaning that organisations can make savings or deploy more devices. Passive devices with adequate throughput should be used for full packet capture so that performance is not affected and extra traffic is not generated; both are critical points in the often fragile SCADA and fieldbus network segments. Retrofitting of these devices into existing and operational SCADA environments should be done in a non-intrusive manner to prevent disruptions to ongoing operations.
Of course, similar to traceback, network forensics will only be able to identify attacks that use network communications as a vehicle for attack. Those that use removable media will not be visible.
Malware Analysis
Malware, in it's various forms; virus, worm, trojan, adware, spyware, back doors and rootkits, may be analysed to identify characteristics which could be used as an attribution data source. Malware analysis in the traditional IT domain can be split into two areas: behavioural analysis and code analysis. Ahmed et al. (2012) identified that SCADA simulation environments should be created, possibly by Universities and industry partners, and this would certainly help to rectify this issue.
Code analysis is concerned with examining the code that makes up the malware. Source code for malware might be available, although it is unlikely. If by chance it is then source code analysis can take place. Otherwise, reverse engineering and debugging take place. Reverse engineering involves restoring the malware's binary machine code to human-readable assembly code, using tools such as IDA Pro and OllyDbg. These tools are particularly effective at reversing binaries compiled for x86, x64 and ARM CPU architectures. The code can then be executed in a debugger to step through the instructions, inspect register contents, identify embedded strings and set breakpoints to figure out exactly what the malware does.
Practitioners used reverse engineering against the Stuxnet malware (Falliere et al. 2011) . They identified clues in the code, such as binary compile times, suspicious variable names, registry keys that appear to be dates and directory names that might be biblical names. Some or all of these clues could have been false flags; data that was purposely crafted to implicate another entity as the malware authors. Symantec consulted the expertise of SCADA practitioners, such as Ralph Langner, in order to understand the effects that the Stuxnet malware had on the Siemens PLCs. This again highlights the diverse skill sets required for the SCADA environment and the necessity for security professionals to work closely with SCADA engineers. Code analysis was also used to identify re-use of code and libraries; Stuxnet, Flame and Duqu were identified as having shared code.
RELATED WORK
SCADA security has experienced a flux of interest, particularly following the widely publicised Stuxnet malware. Attribution of SCADA attacks has been pioneered by practitioners involved in the analysis of Stuxnet and other recent widely publicised malware (Falliere et al. 2011 Attribution should not be seen as a single process or problem, but rather a jigsaw puzzle in which there are many attribution pieces. Different techniques, both technical and non-technical, are able to yield different pieces of the puzzle. While it is unlikely that all of the pieces will be collected following an intrusion, more pieces help to provide a better overall picture. A theory of deduction, then, is helpful to logically understand this attribution puzzle and further research into attribution techniques that do and do not work well together would be a useful exercise.
As the number of SCADA incidents continues to increase as shown in ICS-CERT (2011), the ability for nations to attribute attacks against their critical infrastructure becomes evermore important. By reviewing the selected subset of attribution techniques it can be seen that there are a few techniques that have been modified for use on SCADA systems but that tools and techniques specifically designed for them are lacking. It is equally clear that there is an urgent need for an effective set of SCADA attribution tools. This paper has highlighted the challenges associated 63 with transferring techniques designed for traditional IT systems and the Internet to SCADA systems. An outcome of this work is a clear requirement for more techniques to be developed for, or modified for use on, SCADA systems. Similarly there is a juxtaposition of these two domains, where traditional IT domains and SCADA domains connect. Attribution solutions need to account for malware like Stuxnet, which is able to transcend both of these domains, exploiting vulnerabilities in the corporate network segment and the SCADA and fieldbus segments. Effective solutions will ensure that security experts and SCADA engineers collaborate closely. For example, a honeypot design that has significant input from both parties is likely to appear far more realistic to an adversary. A workshop to identify a forensics research agenda took place (Nance et al. 2009) . A similar workshop for attribution and SCADA systems would be a productive exercise, providing that the right balance of individuals were present, for example, technical security specialists, SCADA experts and legal experts.
